BETTER BUSINESS

Tackling company data leakage

Companies are at constant risk of leaking highly-sensitive company information, which could resultin
them being slapped with a £500,000 fine. Here, Boyd Butler explains how to maximise your controls.
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Here, Stephanie Pritchett destruction policies; and unsubscribe requests
solicitor and principal of the outsourcing procedures
specialist data protection and Ensure they comprehensively . Review all third party
privacy law firm Pritchetts, cover all data processing contracts involving firms
explans what agents need to activities who are processing data for
do to ensure their data is secure you in writing. They must
{  Review the Information contain the required data
Review your data Commissioner Office protection clauses.
compliance in light of the notification. Many people
increased risks of a £500,000 rely on ICO templates and 8 Formulate a policy for data
penalty for breach of the renew their notification security and security breach
Data Protection Act without making any relevant
changes. Failure to notify 9. Review CCTV policies to
Elevate data protection up new data processing ensure that any necessary
the corporate comphance activities within 28 days is a signage i1s comphant
agenda. It's a director-leve riminal offence
thing, and half and million 10. Undertake staff data
pounds looks even bigger 5. Implement a robust access protection awareness
when it's leaving your request procedure - failure training and stay abreast of
busines to fully comply with request egal development:
for information fron
Undertake a health check individuals i the top reason While data security may not
on your data protectios for complaints to the ICO be a sexy subject, no agent
policies and procedures an afford the headache of
website and client 6. Review your marketing orting out a data leakage
facing privacy policies team’s practices to ensure prablem. It's time-consuming
data collection forms; they are compliant with expensive and potentially
internal data protection the Act and the Privacy ruinous. Far better to put the
policies, monitoring Requlations via appropriate right technology and policies in
communications; data use of customer databas place and make it a key selling
retention and data opt- ) { oint when talking to client
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